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Course Objectives

Learn Ad hoc network and Sensor Network fundamentals

Understand the different routing protocols

Have an in-depth knowledge on sensor network architecture and design issues

Understand the transport layer and security issues possible in Ad hoc and Sensor
networks

Have an exposure to mote programming platforms and tools | |

Course Outcomes

CO1:Explain the fundamental Concepts and applications of ad hoc and wireless sensor networks and apply this knowledge to identify the suitable routing algorithm based on the network
and user requirement

CO2:Describe the challenges for WSN and single node ,netwok architecture

CO3:Apply the knowledge to identify appropriate physical and MAC layer protocols and challenges in designing MAC, routing and transport protocols for wireless ad-hoc/sensor networks.

CO4:Describe the different security attacks and possible solutuins in Ad hoc and sensor
networks.

CO5: Comprehend the various sensor network Platforms, tools used in Wireless Sensor Networks and build basic modules

Lesson Plan
) T/R* Periods Mode of Teaching (BB /
Sl. No. Topic(s) ) PPT/NPTEL/MOOC/| Blooms Level (L1-L6) co PO
Book Required
etc )
UNIT I AD HOC NETWORKS - INTRODUCTION AND ROUTING
PROTOCOLS
1 Elements of Ad hoc Wireless Networks T1 1 BB L1 Co1 PO1
2 |lIssues in Ad hoc wireless networks T1 1 BB L2 Co1 PO1-PO3
Example PO1-
3 commercial applications of Ad hoc networking i 1 BB L2 Co1 PO2,P12
4 |Ad hoc wireless Internet T1 1 BB,PPT L2 Cco1 PO1-PO2
Issues in Designing
5 a Routing Protocol for Ad Hoc Wireless Networks, T 1 BB.PPT L2 Co1 PO1-PO3
6 |Classifications of Routing Protocols T1 1 BB,PPT L1 Cco1 PO1
Table
7 |Driven Routing Protocols T 1 BBPPT L3 col |Po1-Po3
8 |Destination Sequenced Distance Vector (DSDV) T1 1 BB,PPT L3 Co1 PO1-PO3
On-Demand
9  |Routing protocols —~Ad hoc On-Demand Distance Vector T1 1 PPT L3 PO1-
Routing (AODV) Cco1 PO3,PO4

Suggested Activity: Assignment on Routhing protocol

Evaluation method : Assignment

UNIT II SENSOR NETWORKS — INTRODUCTION & ARCHITECTURES

10 |Challenges for Wireless Sensor Networks T2 1 BB L2 C0o2 PO1-PO2
1 EIZ?\?J;?ESTechnologles for Wireless Sensor T2 1 BB.PPT L2 o2 POL.PO2
12 |WSN application examples T2 1 BB,PPT L2 C0o2 PO1-PO3
13 |Single-Node Architecture - Hardware Components T2 1 BB,PPT L2 CO2 PO1-PO3
14 |Energy Consumption of Sensor Nodes T2 1 BB L2 CO2  [PO1-PO3
15 |Network Architecture T2 1 BB,PPT L2 CO2 PO1-PO3
16 |Transceiver Design Considerations T2 1 BB,PPT L3 C0o2 PO1-PO3
17 |Optimization Goals and Figures of Merit. T2 1 BB L2 C02 PO1-PO2
18 |Difference between MANET and WSN T2 1 BB L2 CO2 PO1-PO2

Suggested Activity: Quiz

Evaluation method : MCQ-Google form

UNIT 11l WSN NETWORKING CONCEPTS AND PROTOCOLS

19 |MAC Protocols for Wireless Sensor Networks T1 1 PPT L2 CO3 PO1-PO2
2 (L:c;\:]vcerLitsy Cycle Protocols And Wakeup T1 1 BB.PPT L2 o3 hO1.PO2
21 [S-MAC,T-MAC,B-MAC T1 1 PPT L2 CO3 [PO1-PO3
22 [The Mediation Device ProtocoL T1 1 BB,PPT L2 CO3 PO1-PO3
23 |Contention based protocols-PAMAS Tl 1 BB,PPT L2 CO3 [PO1-PO3
24 |Schedule based protocols —- LEACH T1 1 BB,PPT L3 CO3 PO1-PO3
25 |[IEEE 802.15.4 MAC protocol , SPIN, TRAMA T1 1 BB,PPT L2 CO3 [PO1-PO3
26 |Routing Protocol-Energy Efficient Routing R1,T1 1 BB,PPT L2 CO3 PO1-PO3
27 [Challenges and Issues in Transport layer protocol. R1,T1 1 PPT L2 CO3 PO1-PO3

Suggested Activity: Virtulal Lab-11T Demo on Leach

Evaluation method :Virtual Lab MCQ Test

UNIT IV SENSOR NETWORK SECURITY




28 [Network Security Requirements T2 1 PPT L1 CO4 [PO1-PO2
Issues and Challenges in Security Provisioning,
29 9 4 9 T2 1 PPT L1 cos |porpos
30 |Network Security Attacks T2 1 PPT,NPTEL L2 CO4 [PO1-PO2
31 [Layer wise attacks in wireless sensor networks T2 1 BB L2 CO4 PO1-PO3
Possible solutions for Jamming,
32 | rampering ’ T2 1 BB L2 co4 |po1-PO2
33 |Flooding Attack T2 1 BB L2 cos |poi-po2
34 |Key Distribution and Management T2 1 BB L2 CO4  [PO1-PO3
35 |Secure Routing — SPINS T2 1 PPT L2 CO4 PO1-PO3
36 [Reliability Requirements in Sensor Networks T2 1 BB L2 CO4 [PO1-PO2
Suggested Activity: MCQ
Evaluation method : Google form -MCQ Test
UNIT V SENSOR NETWORK PLATFORMS AND TOOLS
37 [Sensor Node Hardware T2 1 BB L2 CO5 PO1-PO2
38 [Berkeley Motes T2 1 PPT L2 CO5 PO1-PO2
39 |Programming Challenges T2 1 PPT L2 CO5 PO1-PO3
Node-level software
40 | platforms  TinyOS 2 ! PPT L2 cos_|Po1-PO3
41 |nesC, CONTIKIOS T2 1 PPT L2 CO5 PO1-PO3
PO1-
42 [Node-level Simulators — NS2 and its extension to T2 1 PPT L2 PO3,PO4,P
sensor networks, CO5 05
43 |COOJA, TOSSIM T2 1 PPT L2 CO5 PO1-PO3
44 |Programming beyond individual nodes T2 1 PPT L2 CO5 PO1-PO2
State centric
45 programming. T2 1 PPT L2 CO5 PO1-PO3
Suggested Activity: Assignment on COOJA and Tossim
Evaluation method : Assignment
Content Beyond the Syllabus Planned
1 Wirele_ss Sensor Networks for In-Home Healthcare:
Potential and Challenges
2 |The Precision Agriculture Based on WirelessvSensor Network
Text Books
1 |C. Siva Ram Murthy and B. S. Manoj, —Ad Hoc Wireless Networks Architectures and vProtocolsl, Prentice Hall, PTR, 2004. (UNIT I)
2 |Holger Karl , Andreas willig, —Protocol and Architecture for Wireless Sensor Networksl, vJohn wiley publication, Jan 2006.(UNIT II-V)
Reference Books
1 |Feng Zhao, Leonidas Guibas, —Wireless Sensor Networks: an information processing vapproachl, Elsevier publication, 2004.
2 Charles E. Perkins, —Ad Hoc Networkingl, Addison Wesley, 2000.
LF. Akyildiz, W. Su, Sankarasubramaniam, E. Cayirci, —Wireless sensor networks: a
3 surveyl, computer networks, Elsevier, 2002, 394 - 422.
Website / URL References
1 |Introduction to Adhoc WSN :https://nptel.ac.in/courses/106/105/106105160/
2 [Security Attacks: http://www.nitttrc.edu.in/nptel/courses/video/106105160/lec37.pdf
Blooms Level
Level 1 (L1): Remembering Lower Fixed Level 4 (L4) : Analysing Higher Projects /
Level 2 (L2) : Understanding Order Hour Level 5 (L5) : Evaluating Order Mini
Level 3 (L3) : Applying Thinking | Exams Level 6 (L6) : Creating Thinking | Projects
Mapping syllabus with Bloom’s Taxonomy LOT and HOT
Unit No Unit Name L1 L2 L3 L4 L5 L6 LOT HOT Total
Unit 1 AD HOC NETWORKS — INTRODUCTION AND ROUTING 2 4 3 0 0 0 9 0 9
PROTOCOLS
Unit 2 SENSOR NE;\zgﬁﬁsE E ;I:IJ‘}I;};(S)DU(TION & 0 8 1 0 0 0 9 0 9
Unit 3 WSN NETWORKING CONCEPTS AND PROTOCOLS 0 8 1 0 0 0 9 0 9
Unit 4 SENSOR NETWORK SECURITY 2 7 0 0 0 0 9 0 9
Unit 5 SENSOR NETWORK PLATFORMS AND TOOLS 0 9 0 0 0 9 0 9
Total 4 36 5 0 0 0 45 0 45
Total Percentage 8.8888889 80 11.111111 0 0 0 100 0 100
CO PO Mapping
PO1 PO2 PO3 PO4 PO5 PO6 PO7 PO8 PO9 PO10 PO11 PO12 PSO1 PSO2
CO1 3 2 1 0 0 0 0 0 0 0 0 1 1 0
CO2 3 2 1 1 0 0 0 0 0 0 1 0 0 0
CO3 2 2 1 0 0 0 0 0 0 0 0 0 0 0
CO4 2 2 1 0 0 0 0 0 0 0 0 0 0 0
CO5 1 2 1 0 1 0 0 0 0 0 0 1 0 0
Avg 2.2 2 1 1 1 0 0 0 0 0 0.2 1 1 0
Justification for CO-PO mapping
co1 High corolation V\.Iith the u_se knowledge pf mathematical_prelimir_1aries and science ( PO1) and Mdium correlation (PO2) approach to analyse the sensor networks(PO2 ).Moderiate
relevance to provide solutions based design (PO3).Learning required (PO12)
co2 High corolation V\_/ith the use knowledge _of mathematical preliminaries and science ( PO1) and Mdium correlation (PO2) approach to analyse the sensor networks(PO2 ).Moderiate
relevance to provide solutions based design (PO3
co3 Medi‘um corolation _With the use knowledge of mathematical preliminaries and science ( PO1) and (PO2) approach to analyse the sensor networks Less relevance to provide
solutions based design (PO3)




ey solutions based design (PO3)

Medium corolation with the use knowledge of mathematical preliminaries and science ( PO1) and (PO2) approach to analyse the networks Security . Less relevance to provide

CO5

Medium corolation with the use knowledge of mathematical preliminaries and science ( PO1) and (PO2) approach to use atools . Less relevance to provide solutions based design
(PO3), Medium Morden tools usage (PO5)., reuired to update the tools(PO12).

High level

2

Moderate level F Low level
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